The proliferation of electric vehicles and active distribution network has brought many uncertainties to the power system. If the power system involves battery-swap stations of electric vehicles, it is difficult to ensure the data security during the distributed scheduling. To solve the problem, this paper sets up a collaborative optimization model for distributed scheduling based on blockchain consensus mechanism, considering the battery-swap stations. The power system was divided into three levels: the transmission network level, the distribution network level and the battery-swap station level. Next, the objective functions were constructed to minimize the generation cost and daily load variance on each level, and the optimal scheduling plan for the power system was solved through multi-level collaborative optimization. The blockchain consensus mechanism was adopted to verify the accuracy of the transaction data, and the production data of all entities were encoded by hash function before storage, such that the data are tamper resistant and traceable. The example analysis shows that our model can effectively reduce the generation cost, lower the daily load variance, and enhance system stability. The research findings shed new light on maintaining the optimization efficiency and data confidentiality of modern power network.
I. INTRODUCTION
Electric vehicles present an effective solution to global warming and environmental pollution, and have thus been widely promoted. Compared with traditional vehicles, electric vehicles have a limited impact on the environment and great advantages in energy conservation and emission reduction. With a special energy storage, an electric vehicle is at once a consumer of electricity and a power generator [1] . However, the proliferation of electric vehicles also faces some security hazards. For example, the electric system is endangered by the unregulated charging/discharging of electric vehicles. This calls for a reliable grid scheduling strategy that suits the popularization of electric vehicles. The battery-swap station, essential to the large-scale use of electric vehicles, facilitates the unified management of these vehicles, makes battery The associate editor coordinating the review of this manuscript and approving it for publication was Sabah Mohammed. charging/discharging controllable and flexible, and mitigates the adverse effects of electric vehicles on the grid.
In recent years, numerous electric vehicles and distributed power generation companies (DPGCs) have accessed the grid, enhancing the link between the transmission and distribution networks. This is a mixed blessing to the power system. On the upside, the energy is now being used much more efficiently than before. On the downside, the centralized scheduling mode of the power system cannot adapt to the distributed structure created by the wide application of distributed power, which is stimulated by the falling cost of power generation and policy incentives.
To solve these problems, many scholars at home and abroad have probed into distributed scheduling. For instance, Reference [4] establishes a mathematical model for dynamic reconstruction of active distribution network based on interval number and dynamic loss parameter, and solves the model by Kraczzyk-Moore interval iterative method and affine multiplication and division algorithm, thus mitigating the conserved interval distance problem. Considering the stochasticity of battery swaps of electric vehicles, Reference [5] sets up a model for day-ahead scheduling and real-time scheduling, which optimizes the scheduling of battery-swap station while satisfying the power demand in each period. In the light of actual capacities of vehicle-togrid (V2G) and the driver, Reference [6] puts forward the optimal charging/discharging scheduling plan for electrical vehicle aggregators in smart grid, aiming to minimize the cost of power generation and the carbon emissions. Reference [10] develops a long-term bi-objective model, which simulates the uncertainties in load increase, power price and the entry of electric vehicles into the charging station with the Monte Carlo Simulation (MCS), and optimizes the battery-swap stations and wind turbines in the distribution system.
To sum up, the existing studies have modelled the active distribution network and discussed about the scheduling of battery-swap stations for electric vehicles. But there is no report that details the coordination between the transmission network and the active distribution network, examines the cooperation between battery-swap stations and the grid, or fully considers the system security like the data confidentiality in the scheduling process.
This paper attempts to improve the immature distributed scheduling of electric system and enhance the poor data security in the scheduling process. For this purpose, a collaborative optimization model was designed based on blockchain consensus mechanism for the distributed scheduling of battery-swap stations of electric vehicles. The collaborative optimization model has multiple levels, namely, the transmission network, distribution networks and batteryswap stations. The objective is to minimize the cost of power generation and the daily load variance, and achieve global optimization through level-by-level improvement. The blockchain consensus mechanism was introduced to verify the accuracy of the transaction data through multi-agent consensus. Using the tamper-resistance and traceability of the transaction data in the blockchain, the production of each generator was encoded by hash function, and all transaction data were thus stored. The experimental results show that our model can effectively lower the generation cost and daily load variance, and the blockchain technology improves the optimization efficiency and system security.
II. COLLABORATIVE OPTIMIZATION OF DISTRIBUTED SCHEDULING A. COLLABORATIVE OPTIMIZATION FRAMEWORK
With the rapid development of the Internet of energy (IoE), the distributed power now takes up a growing proportion in the distribution system, making the operation of the distribution system flexible and uncertain. As a result, the traditional distribution network gradually shifts towards the active distribution network. Against this backdrop, it is an inevitable choice to implement multi-level collaborative optimization of the scheduling of the transmission and distribution networks. In the course of scheduling, however, the managers of different distribution networks or independent power suppliers are often reluctant to provide detailed parameters, as they are mindful of the security of technical data. What is worse, there are often potential conflicts of interest between various stakeholders. Hence, the power generation and consumption plans between the transmission network and the active distribution network are usually coordinated rather poorly, making it hard to optimize the scheduling plan.
This paper puts forward a collaborative optimization model for distributed scheduling, which satisfies the scheduling demand of various types of entities and facilitates the information exchange between different departments. As shown in Figure 1 , our model consists of three levels, each of which is divided into several regional entities based on geographic location. The energy and information are communicated between the levels. Specifically, the first level is a transmission network involving multiple conventional generators and renewable energy generators. The second level includes three active distribution networks, which have a few conventional generators and renewable energy generators. The third level contains several battery-swap stations. Under the charging mode, electric vehicles get on and off the grid flexibility. By contrast, the battery-swap decouples the battery from the vehicle, making it easier to control the charging/discharging of the battery and suppress its negative impact on the grid. Here, the interaction between the battery-swap stations and the grid is optimized, and the stations is managed based on the geographical locations. 
B. MULTI-OBJECTIVE MULTI-LEVEL COLLABORATIVE OPTIMIZATION MODEL FOR DISTRIBUTED SCHEDULING
Multi-level programming, a.k.a. multi-level optimization, was proposed by Bracken J. and McGill J. in 1973 [3] . This method is applicable to decision-making problems involving multiple decision-makers that differ in optimization objective but interact with each other in an orderly manner. Under multi-level programming, the decision on the superior level affects the objectives and constrains on the lower level, and the lower level, in return, feedbacks its decision to the superior level. In this way, the different levels continue to exchange information.
1) COLLABORATIVE OPTIMIZATION MODEL FOR DISTRIBUTED SCHEDULING ON THE TRANSMISSION NETWORK LEVEL
In our model, the first level is called the transmission network level. The objective of this level is to minimize the generation cost. Let S be the optimization on this level. Then, the objective function can be expressed as:
where P T i,t is the production of generator i in the transmission network at time t; f (P T i,t ) is the generation cost function of generator i; k is the number of generators in the transmission network; h is the number of periods in one scheduling cycle; L plan,t is the day-ahead load at time t;
] is the matrix of optimal scheduling plan (P T t , P D t and P V 2G t are the production of the transmission network level, the production of the distribution network level and the V2G power volume of the battery-swap station level at time t, respectively); α is the penalty coefficient, i.e. the penalty on the difference between the optimal scheduling plan and the scheduling plan based on the day-ahead prediction.
The optimization on the transmission network level is subjected to the following constraints.
The upper limit of the production of the transmission network level:
where P T i,t max is the maximum production of generator i. The boundary transmission power:
where P trans T ,D and P trans T ,D are the upper and lower limits of the boundary transmission power between the transmission network level and the distribution network level.
The reserve capacity:
where R U i,t and R D i,t are the maximum positive and negative reserve capacities of generator i at time t, respectively.
The Optimization S is implemented in the following steps:
Step 1: Optimize the transmission network level based on the production data P D(n) t and P V 2G(n) t received from the distribution network level and the battery-swap station level, output the optimal solution P T (n) t , and update X (n) t .
Step 2: Judge if the algorithm has converged to the optimal solution by formulas (6) and (7) . If yes, output the optimal solution P T (n) t and terminate the optimization process; Otherwise, go to step 3.
where ε 1 and ε 2 are preset convergence coefficients; n is the number of iterations.
Step 3: Update the multiplier of the algorithm by formula (8) and return to Step 1:
where 1 < η < 3 is the optimal coefficient of the penalty term.
2) COLLABORATIVE OPTIMIZATION MODEL FOR DISTRIBUTED SCHEDULING ON THE DISTRIBUTION NETWORK LEVEL
In our model, the second level is called the distribution network level. The objective of this level is to minimize the generation cost and the network loss. Let P be the optimization on this level. Then, the objective function can be expressed as:
where P D i,t is the production of generator i in the distribution network at time t; F(P D i,t ) is the generation cost function of generator i; r is the number of generators in the distribution network; I a t is the current passing through line a in the distribution network at time t; R a is the resistance of line a; α is the penalty coefficient. On the right side of formula (9), the first term is the generation cost, the second term is the network loss and the third term is the penalty term.
The optimization on the distribution network level is subjected to the following constraints.
The output of the distribution network level:
where P D i,t min and P D i,t max are the maximum and minimum productions of generator i at time t, respectively.
The boundary transmission power:
The line transmission power:
where P a t is the transmission power of line a at time t; P max a is the maximum transmission power of line a. The Optimization P is implemented in the following steps:
Step 1: Optimize the distribution network level based on the production data P T (n) t and P V 2G(n) t received from the transmission network level and the battery-swap station level, output the optimal solution, and update X (n) t .
Step 2: Judge if the algorithm has converged to the optimal solution by formulas (13) and (14) . If yes, output the optimal solution P D(n) t and terminate the optimization process; Otherwise, go to step 3.
where λ 1 and λ 2 are preset convergence coefficients; n is the number of iterations.
Step 3: Update the multiplier of the algorithm by formula (15) and return to Step 1:
where 1 < µ < 3 is the optimal coefficient of the penalty term.
3) COLLABORATIVE OPTIMIZATION MODEL FOR DISTRIBUTED SCHEDULING ON THE BATTERY-SWAP STATION LEVEL
In our model, the third level is called the battery-swap station level. The objective of this level is to maximize the profit of power sales and minimize the load variance. Let H be the optimization on this level. Then, the objective function can be expressed as:
is the production of battery-swap station i supplied to the grid at time t; e is the number of battery-swap stations; ω t is the time-of-use (TOU) electricity price at time t; P L t is the actual load of the regional grid; P av is the daily average load (P av = 1 h h t=1 P L t ); γ t is the penalty coefficient. On the right side of formula (16) , the first term is the profit of power sales, the second term is the daily load variance of the power system, and the third term is the penalty term.
In order to protect the battery life, it is necessary to avoid frequent deep charge and discharge. When the battery charge reaches 50%, the discharge can be performed. When the power reaches 20%, the discharge must be stopped. Then the loss caused by frequent deep discharge of the battery is reduced, and the service life is extended. The optimization on the battery-swap station level is subjected to the following constraints.
The security of battery:
where SOC n,in and SOC n,out are the state of charge when the battery is charged and discharged, S min and S max are the upper and lower limits on the output of the battery, respectively. The line transmission power:
where P l t is the transmission power of line l at time t; P max l is the maximum transmission power of line l.
The Optimization H is implemented in the following steps:
Step 1: Optimize the battery-swap station level based on the production data P T (n) t and P D(n) t received from the transmission network level and the distribution network level, output the optimal solution P V 2G(n) t , and update X (n) t .
Step 2: Judge if the algorithm has converged to the optimal solution by formulas (21) 
where θ 1 and θ 2 are preset convergence coefficients; n is the number of iterations.
Step 3: Update the multiplier of the algorithm by formula (23) and return to Step 1:
where 1 < σ < 3 is the optimal coefficient of the penalty term.
4) COLLABORATIVE OPTIMIZATION OF DISTRIBUTED SCHEDULING
The set of optimal output vectors obtained from Optimizations S, P and H were stored in the matrix X t for global optimization. Whether the model has converged to the global optimal solution is judged by formula (24). If yes, output the optimal scheduling plan; otherwise, proceed to the next iteration.
where τ is the accuracy of global convergence. The flow of global optimization is shown in Figure 2 . The workflow of the collaborative optimization of distributed scheduling can be summarized as: Firstly, initialize the matrix of the optimal scheduling plan, import the day-ahead production on each level into the matrix, and save the number of global iterations. Next, optimize the transmission network level according to the objective function and constraints, obtain the optimal production of that level, and judge if the result is the optimal solution. If yes, proceed with the optimization of the distribution network; otherwise, update the penalty coefficient and repeat the optimization. The distribution network level and battery-swap station level are optimized similarly as the transmission network level. The level-by-level optimization outputs a matrix of the preliminary global optimal scheduling plan. Judge if the preliminary scheduling plan satisfies the global convergence condition. If yes, output the final optimal scheduling plan; otherwise, start the optimization process all over again with the current production data.
C. BLOCKCHAIN CONSENSUS MECHANISM
In the multi-agent collaborative optimization scheduling process, a certain entity may report false data in order to maximize the benefits, so it is necessary to introduce new technologies to ensure the accuracy of the data. Blockchain is a distributed ledger that uses cryptography to prevent data from being tampered or forged. It has a chained data structure, in which the blocks are generated and connected in chronological order. Without a transaction center, the blockchain technology guarantees the transparency and trustworthiness of the transactions between multiple agents, and ensures the coordinated and optimized transmission of multiple energy sources, thus improving the efficiency of the entire system.
The blockchain consensus mechanism, the core of blockchain technology, enables the system entities to reach a consensus on the transaction, ensures the accuracy and security of the information stored in each node of the blockchain, and maintains the network consistency. Considering the distributed feature of the power system, the central database was removed in our model, and all the data were stored in separate entities through the optimization process.
The decentralized feature and consensus mechanism of blockchain were utilized to make all historical data tamper-resistant and traceable. Currently, the known consensus mechanisms include proof of work (PoW), proof of stake (PoS), delegated proof of stake (DPoS), practical Byzantine fault tolerance (PBFT), delegated Byzantine fault tolerance (DBFT), and ripple proof of consensus algorithm (RPCA), etc. [14] . The combined application of multiple consensus mechanisms is the key to the fast consensus-making of nodes on the blockchain platform, and the prevention of illegal data attacks on the chained structure [14] .
D. PBFT-BASED MULTI-AGENT CONSENSUS AND STORAGE 1) MULTI-AGENT CONSENSUS
This paper proposes a multi-agent consensus method based on the PBFT to prevent Byzantine failures, which may arise in distributed computing and affect the accuracy of the optimization results. When applied to blockchain, the Byzantine consensus algorithm aims to achieve the following objectives under the involvement of untrusted consensus nodes (Byzantine nodes): more than half of the nodes are involved in the consensus, the data released by transaction nodes are correct and transmitted, and the transaction data are saved in the storage nodes in a specific structure.
According to the above description, the nodes of the Byzantine consensus algorithm in the blockchain can be divided into the following three categories:
(1) Transaction nodes: These nodes initiate and ultimately receive the transaction. The data released by the initiation node are agreed and confirmed by the system algorithm, and then transmitted to the receiving node. The two sides are both anonymous in this process. The information of the transaction nodes cannot be queried by the account address. (2) Consensus nodes: These nodes verify the correctness of the data released by the transaction nodes, send information to each other, and reach a consensus on the data content by majority rule, thus ensuring the consistent of the final data. (3) Storage nodes: These nodes save the transaction data of all nodes in the system in distributed manner. The same data are stored in all these nodes to guard against malicious tampering and make timely response to system requirements. The node network in Figure 3 was designed based on the established multi-objective multi-level collaborative optimization model for distributed scheduling. The generators in the transmission network and distribution networks and the battery-swap stations were all viewed as transaction nodes. These nodes are also consensus nodes, due to their ability to make consensus independently. Thus, the entire energy blockchain network was fully decentralized, giving equal status to all energy entities. The blockchain also has storage nodes that record the data of each entity in the optimization process.
With the aid of blockchain technology, if battery-swap station j broadcasts a transaction request across the blockchain network, then the other nodes receiving the request will verify the authenticity of the request. After the request has been verified, the battery-swap station j can send transaction data to all consensus nodes in the network (e.g. the generators in the transmission and distribution networks), and the consensus nodes will verify the reliability of the transaction data. After the transaction data have been verified, the battery-swap station j can execute the transaction, and the storage nodes will save all the data and final results of the transaction. The consensus-making process can be divided into five parts: transaction request, request verification, data transmission, data verification and transaction verification. Figure 4 illustrates the multi-agent consensus-making based on blockchain.
The PBFT-based consensus mechanism can tolerate no more than (n-1)/3 Byzantine nodes in the blockchain network [9] , where n is the number of consensus nodes in the network. In other words, this mechanism can still reach a consensus if the number of Byzantine nodes is no greater than (n-1)/3. There are only a few Byzantine nodes in the network, for all entities in the blockchain pursue the maximal profit through optimization. Although system crash in inevitable in multi-agent interactions, the fault tolerance of the consensus mechanism is sufficient to support the stable operation of the network.
2) STORAGE OF TRANSACTION DATA
With good traceability and security, the blockchain protects the data from tampering, and maintains the integrity of data. Thus, this technology was introduced to store transaction data. Before consensus-making, the transaction data, including the address of transaction entities, production of each party, V2G electricity price and the transaction time, were recorded in each node. When the system reaches a consensus on the data transmitted by a node, the transaction data will be saved in the current block as a Hash tree. As shown in Figure 5 , each block contains a header and a body. The header contains the version of the current block, and the hash value, timestamp and Merkle root of the previous block, while the body records the transaction information of the current block.
After the collaborative optimization of distributed scheduling, a huge amount of computed results were stored into blocks. Rather than record the original data, the computed results were encoded by hash function, and saved as the hash values. In other words, the original information was converted into a string of specific length before being stored in the blockchain. The hash function is very suitable for storing blockchain information, thanks to its unidirectionality, periodicity, fixed length and stochasticity.
In our model, the production of generator k on the transmission network layer is denoted as S k , and its hash value is denoted as H (S k ); the production of generator z on the distribution network layer is denoted as P z , and its hash value is denoted as H (P z ); the hash value of the V2G power volume supplied by battery-swap station x is denoted as H (V x ). These three types of hash values were recorded into the corresponding blocks, forming a blockchain that stores the data permanently. 
III. EXAMPLE ANALYSIS
The revised IEEE 30-node test system was adopted to verify the feasibility and effectiveness of our model. The system structure is displayed in Figure 6 .
In the test system, the transmission network level has four generators (G1, G2, L1 and L2), the distribution network level has six generators (G3∼8), and the battery-swap station level has five battery-swap stations (EV1∼5). There are also five load nodes (L3∼7) in the system. The information on generators and branches is given in Tables 1 and 2 . The day-ahead system loads and the charging prices of the battery-swap stations are presented in Table 3 . The test system was simulated in several scenarios, namely, non-discharge on the battery-swap station level (Scenario 1), the single-level independent optimization (Scenario 2), the multi-level collaborative optimization (Scenario 3), and blockchain-based multi-level collaborative optimization (Scenario 4). The battery-swap stations have V2G operations in all scenarios except Scenario 1.
To speed up the convergence, the penalty coefficients were initialized as α
(0) t = 0.8; the convergence coefficients ε 1 , λ 1 and θ 1 were set to 10MW, and ε 2 , λ 2 and θ 2 were set to 0.5; the global convergence accuracy τ n was set to 45MW; η n , µ n and σ n were set to 1.5.
Firstly, the simulated results of Scenario 1 were compared with those of Scenario 2. The comparison of generation cost and daily load variance is shown in Table 4 and the curves on the total production of transmission and distribution network levels are presented in Figure 7 . The comparison shows that Scenario 2 had lower generation costs on transmission and distribution network levels, smaller daily load variance and higher system stability than Scenario 1, and effectively mitigated the pressure on the generators on these two levels in the peak hours. These results are attributable to the V2G operations in Scenario 2.
Next, the simulated results of Scenario 2 were compared with those of Scenario 3. The minimum generation costs on the three levels are contrasted in Table 5 , and the optimal production curves are presented in Figure 8 .
From Table 5 and Figure 8 , it can be seen that multi-level collaborative optimization reduced the optimal production of transmission and distribution network levels, increased the V2G capacity of the battery-swap station level, and lowered the daily load variance of the system, which greatly promotes peak-load shifting and eases the generation load of the grid in peak hours. Moreover, multi-level collaborative optimization cut down the generation costs on all levels, enabling the battery-swap stations to make profit.
Finally, the author compared the generation costs, gridconnected capacities and daily load variances of Scenarios 3 and 4 ( Table 6 ).
The two scenarios differed slightly in generation cost, gridconnected capacity and daily load variance. However, the optimization time of Scenario 4 was shorter than that of Scenario 3. The time efficiency of Scenario 4 is resulted from two facts: the blockchain-based multi-level collaborative optimization takes a short time to verify the accuracy of optimization data, as it integrates the blockchain consensus and storage mechanism and inherits the tamper resistance from the blockchain; the decentralized structure allows all entities to perform transactions independently, eliminating the need to set up a central node. In addition, blockchainbased multi-level collaborative optimization clearly advanced the peak-load shifting and maintained system stability.
IV. CONCLUSION
The distributed pattern is the trend of modern power system. To ensure the security of data in distributed power system, this paper proposes a collaborative optimization model for distributed scheduling based on blockchain consensus mechanism, and introduces the battery-swap stations of electric vehicles to realize peak-load shifting. Firstly, a collaborative optimization model for distributed scheduling was constructed, and the power system was divided into the transmission network level, the distribution network level and the battery-swap station level. Each level was optimized under multiple objectives (e.g. generation cost, daily load variance and network loss) and multiple constraints (e.g. branch capacity and generator capacity). The global optimization was conducted after the level-by-level optimization, yielding the optimal scheduling plan. Next, the optimization data were verified and stored, using the consensus mechanism and the tamper resistance of transaction data in the blockchain. The PBFT-based multi-agent consensus mechanism was adopted to ensure the accuracy of the transaction data, and the massive amount of data were stored through hash encryption. The case analysis shows that the proposed collaborative optimization model for distributed scheduling can effectively reduce the generation cost, lower the daily load variance, and enhance system stability. The integration between blockchain and power system successfully speeds up the computation and safeguards data security.
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